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12 PCI DSS
6
PCI DSS PAN Primary Account Number
PAN
PCI DSS
PCI DSS 3.4
PAN YES YES YES
* YES YES* NO
* YES YES* NO
* YES YES* NO
NO N/A N/A
** CVC2/CVV2/CID NO N/A N/A
PIN /PIN NO N/A N/A
* PAN
PCI DSS
ID
PCI DSS PAN
**
NTP DNS
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HTTP hypertext transfer protocol

VPN virtua private network

DMZ IP
ingress

DMz

Internet protocol

DMz
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DMZ demilitarized zone

SSL  secure sockets layer

FTP=file transfer protocol

SSH secure shell

untrusted
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DMZ
14.2 DMZ IP
P
PAT port address trandation NAT network address trandation
RFC1918
SNMP=simple network management protocol

211 WEP  wired

equivalent privacy SSID  service set identifier

SNMP SSID WPA

Wi-Fi WPA  WPA2

SysAdmin Audit Network Security Network (SANS) National Institute of Standards Technology
(NIST) Center for Internet Security (CIS)
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PAD PAD

323

PIN



35

3.6

4.1

4.2

351
35.2

36.1
3.6.2
3.6.3
3.6.4
re-keying

3.6.5
3.6.6

3.6.7
3.6.8
3.6.9
3.6.10

SSL  secure sockets
layer TLS transport layer security IPSEC internet protocol security

PCI DSS WiFi
|EEE 802.11x GSM global system for mobile communications GPRS general packet
radio service

411 Wi-Fi
WPA  WPA2 IPSEC VPN SSL/TLS
LAN WEP wired equivalent
privacy WEP
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Web
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Remote authentication and dial-in service  RADIUS terminal
access controller access control system TACACS VPN SSL/TLS IPSEC
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