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Disclaimer

The PIN Security Field Review - Pre-Review Questionnaire is used as a ‘checklist’ to ensure all Member Banks’ PIN processing related to the acceptance of International Visa card transactions meet the Payment Card Industry (PCI) PIN Security Requirements. Visa Asia Pacific, however, makes no warranty or claim that completion or compliant with the questionnaire will prevent security breaches or losses, and disclaims any responsibility or liability for any security breaches or losses incurred, whether the recommendation of Self-Assessment Questionnaire has been implemented or not. 

1 Introduction TC "Introduction" \f C \l "1" 
In order to ensure the integrity of the Visa brand and protect Visa International cardholder’s PINs, Visa perform an On-Site PIN Security Review of every Member who acquirers PIN based Visa transactions.  

As part of the review process Visa needs to understand fully the Member Banks PIN processing related to the acceptance of International Visa card transactions.  The type of information required is detailed in this document.  Please therefore complete and return this completed questionnaire at least two weeks prior to the Visa PIN Security Field Review.  All information will be treated with absolute confidentiality.

It is highly recommended that an internal Bank review meeting be held prior to the Visa PIN review to ensure that all the answers can be addressed.  If a detailed answer cannot be provided to a specific question at the time of the Field Review then Visa cannot confirm its compliance with the Visa standards and therefore must conclude that out-of-compliance to that specific area.  The PCI PIN Security Requirements (PINSR) document provided the key reference materials for Visa PIN security requirements.

Visa Payment Security Services

Risk Management, Asia Pacific

Visa International

30 Raffles Place 

#10-00 Caltex House

Singapore 048622

http://www.visa-asia.com/ap/vpss
2 Company Information

	Company

	Company Name:
	

	Contact Information of Senior Manager Responsible for:

	ATM Business

	

	ATM Operations


	

	ATM System Development
	

	Internal Audit
	

	Credit Card acceptance in ATMs


	

	Data Security
	

	Any other ATM activities


	

	ATM Acquiring 
	If YES, State Commencement Date

	Visa ATM Acquiring
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No

	

	Plus ATM Acquiring
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No

	

	Domestic/Local
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No

	

	ATM Acquiring for other card brands (JCB, Cirrus, AMEX etc)
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No

If YES, please state brand(s):

____________________________________________


	


3 Processing Environment (Hardware & Software)

 FORMCHECKBOX 

3.1 ATMs - Please list ATM Models and number of ATMs
	ATM Model
	Number of ATMs

	
	

	
	

	
	

	
	

	
	

	
	


3.2 HOST HARDWARE - Please list Host Hardware and their respective make and model

	ATM Model
	Number of ATMs

	
	

	
	

	
	

	
	

	
	

	
	

	Host Hardware
	Make & Model

	FEP (Front-end Processor)
	(E.g. IBM 37xx) 

	Credit Card Host
	(E.g. RS6000)

	Debit Card Host
	(E.g. RS6000)


3.3 HOST SOFTWARE - Please list Host Software and their respective make and model

	Host Hardware
	Make & Model

	FEP (Front-end Processor)
	(E.g. IBM 37xx) 

	Credit Card Host
	(E.g. RS6000)

	Debit Card Host
	(E.g. RS6000)

	Host Hardware
	Make & Model

	ATM Driving Software
	(E.g. Base 24, Connex, ON/2, proprietary) 

	Hardware Security Module (HSM) Driver Software
	(E.g. Base24, FBS, Connex)

	Credit Card Software
	(E.g. Cardpac, ON/2, FBS)

	Debit Card Software
	(E.g. Cardpac, ON/2, FBS)

	Retail/ATM Card software
	(E.g. Proprietary, Connex, FBS)


	Host Hardware
	Make & Model

	FEP (Front-end Processor)
	(E.g. IBM 37xx) 

	Credit Card Host
	(E.g. RS6000)

	Debit Card Host
	(E.g. RS6000)


	ATM Model
	Number of ATMs

	
	

	
	

	
	

	
	

	
	

	
	


3.4 HARDWARE SECURITY MODULE (HSM) - Please list number, type and function of all HSMs

	Type
	Function 
	Number

	(E.g. Thales RG7000, ERACOM, IBM) 
	(E.g. Production, Backup, Test) 
	(E.g. X number of HSMs)

	
	
	

	
	
	

	
	
	

	
	
	


3.5 PHYSICAL SECURITY of HSMs – Please provide details on where they are located; the physical and procedural controls to the devices; describe the storage of keys and passwords that are used to access HSM etc

3.6 HARDWARE COMPLIANCE OF HSMs and ATMS – Please provide details of the HSM and ATM hardware compliance to the relevant ISO and ANSI security standards (see Visa PIN Security Requirements) and any independent testing that has been performed to confirm compliance. 
3.7 NETWORK DIAGRAM

Please attach a high-level network diagram of your ATM processing network.
4 Keys

 FORMCHECKBOX 

4.1 KEY LIST - Please list keys used in ATM Acquiring
	HSM Master Key
	Usage

	ATM Master
	

	ATM PIN
	

	Other
	

	Other
	

	AWK (Acquirer Working Key
	Used to encrypt the PIN Block for transfer from Member to Visa

	IWK (Issuer Working Key)
	Used to encrypt the PIN Block from transfer from Visa to Member

	ZCMK (Zone Control Master Key)
	Used to encrypt the AWK/IWK for transmission from Member to Visa


4.2 ATM KEY MANAGEMENT– 

Please provide details of key loading into ATM:

	For…
	Process of loading keys into ATM is…

	ATM Master Key (loading startup keys into ATMs)
	

	Session Key (loading session / PIN keys into ATMs)
	


4.3 PIN PROCESSING – 

Please provide details of PIN processing:

	For…
	Details of PIN processing

	ATM PIN Encryption  (which key is used to encrypt PIN block)
	

	Host Decryption (Software application / hardware HSM)
	

	On-Us PIN Verification (PVV/IBMOffset, Software/HSM)
	

	Domestic Interchange (via Visa, domestic translation, which key, software/HSM)
	


4.4 INTERCHANGE TRANSACTIONS – 

Describe how and where the AWK is stored _______________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Describe the process and the hardware/software used in the translation of AWK. _______________________________________________________________________________________________________________________________________________________________________________________________________________________________________
4.5 ATM KEY LOADING PROCEDURES – 

Please provide details of ATM key loading procedures:

	For…
	Procedures of loading keys into ATM are…

	Transmission / Loading Master Keys to ATM
	

	Transmission / Loading Session Keys to ATM
	

	Storage of Master / Session Keys at ATM site
	


4.6 HSM KEY LOADING PROCEDURES – 

Please provide details of HSM key loading procedures:

	For…
	Procedures of loading keys into HSM are…

	Loading Master Keys to HSM
	

	Loading of Other Keys to HSM
	


5 Key Management Details 

5.1 HSM MASTER STORAGE KEY
Please provide details for HSM Master Storage key:

	5.1.1 General

	1. Key Name (LMK, MMK, DMK, MK):
	

	2. Function
	

	5.1.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.1.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.1.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.1.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	
	Component 1
	
	

	
	Component 2
	
	

	
	Component 3
	
	

	2. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	3. Is there a log to audit access to these components? If YES, what information does it contain?
	

	4. What are the access controls or management approval process to access these keys?
	

	5. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.2 ATM MASTER KEY
Please provide details for ATM Master Key:

	5.2.1 General

	1. Key Name (Master Key, MK, A-key, B-Key, TMK, PNK):
	

	2. Specific Function
	

	5.2.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.2.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.2.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.2.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	
	Component 1
	
	

	
	Component 2
	
	

	
	Component 3
	
	

	2. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	3. Is there a log to audit access to these components? If YES, what information does it contain?
	

	4. What are the access controls or management approval process to access these keys?
	

	5. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.3 ATM PIN/SESSION KEY
Please provide details for ATM PIN Session Key:

	5.3.1 General

	1. Key Name (TPK, SK, PIN Key, COM Key, PTK, PSK):
	

	2. Specific Function
	

	5.3.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.3.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.3.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.3.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	
	Component 1
	
	

	
	Component 2
	
	

	
	Component 3
	
	

	2. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	3. Is there a log to audit access to these components? If YES, what information does it contain?
	

	4. What are the access controls or management approval process to access these keys?
	

	5. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.4 OTHER ATM KEYS (if applicable) 
Please provide details for other ATM Key:

	5.4.1 General

	1. Key Name (A-Key, B-Key, Master Key, COM Key):
	

	2. Specific Function
	

	5.4.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.4.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.4.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.4.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	
	Component 1
	
	

	
	Component 2
	
	

	
	Component 3
	
	

	2. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	3. Is there a log to audit access to these components? If YES, what information does it contain?
	

	4. What are the access controls or management approval process to access these keys?
	

	5. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.5 ZONE MASTER KEYS (if applicable) 
Please provide details for Zone Master Key:

	5.5.1 General

	1. Key Name (ZMK)
	

	2. Specific Function
	

	5.5.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.5.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.5.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.5.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	2. 
	Component 1
	
	

	3. 
	Component 2
	
	

	4. 
	Component 3
	
	

	5. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	6. Is there a log to audit access to these components? If YES, what information does it contain?
	

	7. What are the access controls or management approval process to access these keys?
	

	8. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.6 ZONE PIN KEYS (if applicable) 
Please provide details for Zone PIN Keys:

	5.6.1 General

	1. Key Name (ZPK)
	

	2. Specific Function
	

	5.6.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.6.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.6.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	
	Component 1
	
	

	
	Component 2
	
	

	
	Component 3
	
	

	2. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	3. Is there a log to audit access to these components? If YES, what information does it contain?
	

	4. What are the access controls or management approval process to access these keys?
	

	5. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.7 VISA ZONE CONTROL MASTER KEY (ZCMK) 
Please provide details for Zone Control Master Key:

	5.7.1 General

	1. Key Name (ZCMK)
	

	2. Specific Function
	

	5.7.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.7.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.7.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.7.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	2. 
	Component 1
	
	

	3. 
	Component 2
	
	

	4. 
	Component 3
	
	

	5. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	6. Is there a log to audit access to these components? If YES, what information does it contain?
	

	7. What are the access controls or management approval process to access these keys?
	

	8. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


5.8 VISA ACQUIRER WORKING KEY (AWK) 
Please provide details for Visa Acquirer Working Key:

	5.8.1 General

	1. Key Name (AWK)
	

	2. Specific Function
	

	5.8.2 Key Creation Details 

	1. When was the Key Created? (year)
	

	2. Who created each component of the Key? (Name or position)
	

	3. How was the Key created? (Thought up, pseudo random, software, HSM, other?)
	

	4. How many key components were used to create the full key? (1,2 or 3?)
	

	5. How long was each component? (8,16 or 32 Hex characters)
	

	6. Were these components combined together using XOR function?
	

	7. Were these components combined together in software, HSM or / and ATM?
	

	5.8.3 Key Transmission

	1. Was the key transmitted to another party for loading (i.e. ATM keys sent from HQ to Branch) and to whom?
	

	2. If so, describe how these were transmitted. (Telephone, internal mail, post, courier?)
	

	3. Was there any acknowledgement from the receiver that they received the key? (Written, telephone, none)
	

	5.8.4 Key Loading

	1. Was the key loaded into software, HSM or/and ATM?
	

	2. How many components were used to load the key? (1,2 or 3?)
	

	3. Was the loading process supervised? If so, by whom?
	

	5.8.5 Key Storage

	1. Where are the key components stored?
	Name / position
	Location
	Storage (safe/drawer/other)

	2. 
	Component 1
	
	

	3. 
	Component 2
	
	

	4. 
	Component 3
	
	

	5. Is there a backup/disaster recovery set of these keys / components? If YES, where are they stored?
	

	6. Is there a log to audit access to these components? If YES, what information does it contain?
	

	7. What are the access controls or management approval process to access these keys?
	

	8. Have hard copies been destroyed? If YES, how were they destroyed and was this witnessed and documented?
	


6 Documentation and Procedures

Please identify which of the following procedures have been implemented and provide reference to the documentation of these procedures:

	Procedures
	Documentation 

(Please include reference point, i.e. section or chapter number)

	1. Key List
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	2. Custodian List
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	3. Hardcopy Access Log
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	4. Destruction Log
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	5. HSM Loading Procedures
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	6. ATM Loading Procedures
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	7. HSM and ATM Installation Procedures 
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	8. Key Compromise / Disaster Recovery procedures
	How to identify / detect key compromise
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	
	Who to notify / escalation procedures
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	
	Procedures to replace & timeframes
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	9. Key Custodians handbook
	Guidelines for creation / handling / storage of keys
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	
	Selection / assignment of key custodians & responsibilities
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	
	Inventory controls and updates
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	

	10. Hardcopy Storage
	 FORMCHECKBOX 


 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
  FORMCHECKBOX 
 No
	


	This questionnaire is authorized by:

	Name:
	

	Title:
	

	Telephone Number: 

(Include Country Code and Area Code)
	

	Facsimile Number: 

(Include Country Code and Area Code)
	

	Email Address:
	

	Signature:
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