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Agenda

• What/Who is a VisaNet Processor?

• Validation deadlines 

• Validation requirements 

• Reporting requirements

• Resources
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What/Who is a VisaNet Processor?

• VisaNet Processor (VNP)

– An entity that is directly connected to Visa via a VisaNet 
Extended Access Server (VEAS)
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Types of VNPs

• Third party VNP

– Not a Visa issuer / acquirer

– Not owned by a Visa issuer / acquirer

• Client VNP acting as a service provider

– Visa issuer or acquirer (or –owned)
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– Process transactions on behalf of other Visa issuers / 
acquirers (BINs not licensed to self)

• Client acquiring VNP

– Visa acquirer

– Process transactions from merchants that are acquired by 
self only (own BINs)



Scenario 1 (Acquirers)

Merchant A1

IssuerAcquirer A

Merchant A2

Merchant A3
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Acquirer A only processes transactions from its own merchants (own BINs)

Merchant A3

relationship transaction flow

Merchants A1, A2 and A3 are acquired by Acquirer A

• Acquirer A is a client acquiring VNP



Scenario 2 (Acquirers)

Merchant A1

Acquirer A

Merchant A2

Acquirer B
Merchant B1
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Merchants A1 and A2 are acquired by Acquirer A

relationship

Merchant B1

transaction flow

Merchant B1 is acquired by Acquirer B

Acquirer B processes transactions from Merchants A1 and A2

• Acquirer B is a client VNP acting as service provider



Scenario 3 (Issuers)

Issuer C

Cardholder C1

Merchant Acquirer
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Cardholders C1 and C2 used cards issued by Issuer C to make purchases

relationship

Cardholder C2

Issuer C

transaction flow

• Issuer C is not required to submit any PCI DSS validation report 
to Visa but is still required to be PCI DSS compliant (assuming 
Issuer C is not an acquirer too)



Scenario 4 (Issuers)

Issuer D

Cardholder C1

Merchant Acquirer

Issuer C
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Issuer D performs transaction authorization on behalf of Issuer C

relationship

Cardholder C2

transaction flow

• Issuer D is a client VNP acting as service provider



Scenario 5

Merchant A1

Acquirer A

Merchant A2

Merchant A3
Processor X
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Merchants A1, A2 and A3 are acquired by Acquirer A

Acquirer A only processes transactions from its own merchants (own BINs)

Merchant A3
relationship transaction flow

• Acquirer A is a not a client VNP because it is not directly 
connected to Visa

• Processor X is a third party VNP (if it is not a Visa client or 
client-owned)



Quiz 1

Merchant 1

Acquirer A

Merchant 2

Merchant 3
Processor X
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Merchant 3

Is Processor X a VNP?

transaction flow



Quiz 1 – Answer

Merchant 1

Acquirer A

Merchant 2

Merchant 3
Processor X

Presentation Identifier.11Information Classification as NeededVisa ConfidentialPCI DSS Framework for VisaNet Processors  |  10 September 2009 11

Merchant 3

transaction flow

• Processor X is a not a VNP because it is not directly connected 
to Visa

• Processor X is a Level 1 or Level 2 service provider



Scenario 6 (Hosting)

Merchant A1

Acquirer A

Merchant A2

Merchant A3
Processor X

VEAS licensed to Acquirer A
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Merchants A1, A2 and A3 are acquired by Acquirer A

Merchant A3
relationship transaction flow

Processor X provides authorisation/Clearing and settlement services for Acquirer A only

• Acquirer A is not VNP but has the VEAS licensed to it
• Processor X is a third party VNP (if it is not a Visa client or 

client-owned)



Validation deadlines

Requirement Deadline

Third party VNP
Certified PCI DSS 
compliant via an onsite 
review by a Qualified 
Security Assessor (QSA)

30 September 2010

Client VNP acting as 
service provider
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service provider

Client acquiring VNP

Confirm to Visa whether 
prohibited data is stored 
post-authorization

30 September 2010

Completed a PCI DSS 
onsite review or SAQ 30 September 2011



New Validation Requirement/Thresholds 
for Client Acquiring VNPs

Level 1

Level 2

Client Acquiring VNPs that stores, 
processes and / or transmits over 300,000 
transactions per year

Client Acquiring VNPs that stores, 
processes and / or transmits less than 
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Level 2 processes and / or transmits less than 
300,000 transactions per year

Level 1 Annual on-site audit by a Qualified 
Security Assessor (QSA) or internal 
audit

Quarterly scans by an 
Approved Scanning Vendor 
(ASV)

Level 2 Self Assessment Questionnaire Quarterly scans by an 
Approved Scanning Vendor 
(ASV)



Validation requirements

Annual PCI DSS 
attestation

Quarterly network 
scans

Third party VNP Audit by a Qualified 
Security Assessor (QSA)

By an Approved Scanning 
Vendor (ASV)
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Client VNP acting as 
service provider

Audit by a Qualified 
Security Assessor (QSA)

By an Approved Scanning 
Vendor (ASV)

Client acquiring VNP

Audit by a Qualified 
Security Assessor (QSA)/ 
internal audit

or

Self Assessment 
Questionnaire

By an Approved Scanning 
Vendor (ASV)



Reporting requirements

• All VNPs must submit the following to Visa on an annual basis:

– Attestation of Compliance form* 

– Report on Compliance issued by a QSA*

* For client acquiring VNPs, if the PCI DSS validation was 
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* For client acquiring VNPs, if the PCI DSS validation was 
performed via internal review, the AOC and ROC must be signed 
by the Head of Internal Audit or as appropriate



Quiz 2

• By when does a client acquiring VNP has to submit the AOC 
and ROC to Visa for the first time?

� 30 September 2009

� 31 December 2010

� 30 September 2010
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� 30 September 2010

� 30 September 2011 (answer)



Quiz 3

• By when does a client acquiring VNP has to submit the 
Prohibited Data Attestation form to Visa ?

� 30 September 2009

� 31 December 2010

� 30 September 2010 (Answer)
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� 30 September 2010 (Answer)

� 30 September 2011



New VisaNet connections

All new issuing and acquiring VNPs

All existing VNPs implementing new connections to V isa *
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Must demonstrate full compliance with PCI DSS

prior to connecting to VisaNet

• Onsite review by a QSA

• Submit AOC and ROC to Visa

* Including the implementation of new services



New Connections Exception Handling

•Documents needed;

1. Letter from VNP executive outlining
– Reasons for requesting a waiver
– Duration the waiver is requested for*
– VNP must commit to validate within target compliance date and 

annually thereafter
– Commit to protect cardholder data
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– Commit to protect cardholder data

2. Findings of a GAP analysis outlining the extend of non-
compliance

•Entity must provide monthly progress report during the waiver 
period

* Waiver are only granted for six  months maximum



Helpful guidelines

• Perform an analysis on how and where cardholder data flows 
(and is stored) in your environment:

– Helps with scoping

– Helps to identify “unnecessary” storage or transmission of 
cardholder data

• Understand the intent of each PCI DSS requirement
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• Understand the intent of each PCI DSS requirement

– Helps to identify compensating controls that may already be 
in place or are relatively easy to implement

– https://www.pcisecuritystandards.org/pdfs/pci_dss_saq_navigating_dss.pdf

• Staff can attend a 2-day training organized by the PCI SSC

– https://www.pcisecuritystandards.org/education/training.shtml



Useful links – PCI SSC

• Supporting documents for PCI DSS v1.2
– https://www.pcisecuritystandards.org/security_standards/pci_dss_supporting_docs.

shtml

• Wireless guide
• Requirement 11.3: Penetration Testing Supplement

• Requirement 6.6: Application Reviews and Web Application 
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• Requirement 6.6: Application Reviews and Web Application 
Firewalls Clarified 

• Frequently asked questions
– http://selfservice.talisma.com/display/2/_index1.aspx?tab=faq&r=0.745319

• Technical clarifications on PCI DSS/PA DSS

– Submit your questions to:
• http://selfservice.talisma.com/display/2/_index1.aspx?tab=atr&r=0.8875833



Useful links – Visa

• AIS

– www.visa-asia.com/secured

– www.visa-asia.com/padss

– vpssais@visa.com

• Registry of Service Providers

Presentation Identifier.23Information Classification as NeededVisa ConfidentialPCI DSS Framework for VisaNet Processors  |  10 September 2009 23

• Registry of Service Providers

– www.visa-asia.com/spregistry

– apspregistry@visa.com



Q&AQ&A




